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PLAN OF WORK OF THE INTERNAL OVERSIGHT OFFICE - 2022 
 
 
SUMMARY 
 

 
DECISIONS/ACTIONS REQUIRED: 
 
In accordance with its TOR the AOC is invited to review the plan of work for the 
Internal Oversight Office for 2022 including the adequacy of the coverage of 
significant risks and key controls and compliance with professional standards, 
taking into account the responsibilities of executive management in these areas, 
and making recommendations for specific internal audit work as appropriate. 

 
 
 
CONTENT OF THE DOCUMENT: 
 
Summary of planned Activities for the Internal Oversight Office for 2022. 
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Internal Oversight Office- Plan of Work - 2022 
Mandate 
1. The overall framework of internal oversight activities as mandated by the World 
Meteorological Congress is contained in Financial Regulations 13.7-13.10. Further elaborated in IOO 
charter, the consolidated internal oversight mechanism provided by IOO comprises of three pillars 
of activity: internal audit, investigations, and independent evaluations.    

 
Pillar 1: Internal Auditing  
Internal Auditing is an independent, objective assurance and consulting activity designed to 
add value and improve an organization's operations. It helps an organization accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate and improve the 
effectiveness of risk management, control, and governance processes. Internal Auditing in 
IOO is carried out in conformity to the International Professional Practices Framework of the 
Institute of Internal Auditors (IIA), which includes the Internal Auditing Standards and Code 
of Ethics. This mandatory guidance constitutes the framework within which IOO practice of 
internal auditing is pursued and the standard by which IOO performance effectiveness is 
evaluated. 
 
Assurance activities include, compliance audits, performance audits (value-for money audit), 
financial audits, Information Technology Audits, and continuous audits.  
 
Pillar 2 Evaluation and Inspection  
Evaluations in WMO are carried out in accordance with the standards developed and adopted 
by the United Nations Evaluations Group (UNEG). Evaluation and inspection are a systematic 
assessment, of a project, programme, strategy, policy, topic, theme, sector, operational 
area or other institutional performance activity. This process of review focuses on expected 
and achieved accomplishments, examining the results chain, processes, contextual factors 
and causality, in order to understand achievements or the lack thereof. It aims at 
determining the relevance, impact, effectiveness, efficiency and sustainability of the 
interventions and contributions of the WMO. An evaluation should provide evidence-based 
information that is credible, reliable and useful, enabling the timely incorporation of findings, 
recommendations and lessons into the decision-making processes of the organizations. 
The purposes of inspection and evaluation are to promote accountability and learning. 
Inspections and evaluation aim to understand why — and to what extent — intended and 
unintended results were achieved and to analyze the implications of the results.  
 
Pillar 3: Investigation 
Investigation is part of the process by which greater transparency and accountability are 
fostered within the Organization. Investigation is both legally based and analytic process 
designed to gather information in order to protect the human and financial resources of 
WMO. Investigations activities relate to allegations of misconduct by staff covering areas 
such as fraud, corruption, sexual exploitation and abuse and other misconduct in the 
workplace as defined in the staff rules and financial rules. Investigations in WMO are carried 
out in accordance with the Uniform Principles and Guidelines for Investigations adopted by 
the “Conference of International Investigators”. 
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Other Responsibilities 
2. Internal Oversight Office is the focal point for the Joint Inspection Unit for WMO. The Joint 

Inspection Unit (JIU)’s mandate is to look at cross-cutting issues across the United Nations 
system. In its reports and notes, the JIU identifies best practices, proposes benchmarks and 
facilitates information-sharing throughout the organizations of the UN system. IOO supports 
the conduct of JIU reviews, carries out follow up of its recommendations and submits the 
results to the Audit Committee and the legislative bodies of WMO. 
 

3. WMO requires all staff members at the D.1 level and above and other designated officials to 
file financial disclosure statements as prescribed by the Secretary-General, in respect of 
themselves, their spouses and their dependent children, and to assist the Secretary-General 
in verifying the accuracy of the information submitted when so requested. IOO has been 
entrusted to handle the process of filing of financial disclosure statements. 
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2022-Planned Audits 
4. The risk assessment process identified 41 auditable targets. Twenty (21) were assessed to 

“High Risk” and 19 were “Medium Risk”, and 1 was Low risk. The proposed plan of work 
covers 11 of the “High Risk” and 2 “Medium Risk” unit.  The proposed engagements for 2022 
along with brief scope are given below: 

 

2022-IAS-01 – Provision of IT Services (45 days) 
 

5. The last audit of provisioning of IT services in WMO was carried out in 2016. Since then the 
application of architecture of WMO has evolved with implementation of Modern workspace 
(office 365) and alfresco based document management system and approval tool. 
Consideration is being given to replace the Oracle Cloud ERP by joining efforts with other UN 
system organizations if possible. 

6. The proposed engagement will assess the enterprise architecture and internal controls in 
provisioning of IT services in WMO. As appropriate, the review will cover the framework of 
agreements with service providers where the services are outsourced, effectiveness of 
organizational structure and staffing, coherence in technical architecture etc. 
 

2022-IAS-02 – Project/Trust Fund for Climate Risk Management for Agriculture in South East 
Asia (421009) – (40 days) 

 
7. The Government of Germany contributed to the project financing for EUR 3.8 million. The 

project’s revenue totalled CHF 7.3 million and cumulated expenditure amounted to CHF 6.2 
million as of September 2021. 

8. The engagement will review the management of project including, creation and completion 
of work-plans, achievement of objectives and management of implementing partners as well 
as donor reporting compliance.  

 

2022-IAS-03 – Enterprise Risk Management (35 days) 

9. The last audit of ERM process was in 2014. Giving assurance on the risk management process 
is a core role for the internal auditing. Risk Management function in WMO is colocated with 
Monitoring and Planning functions since 2019, providing a better integration between risk 
and objectives. 
 

10. The Executive Council in 2021 was provided with the top organizational risks. It also approved 
the Risk Appetite Statements for the organization. 

 
11. IOO will review the ERM processes with the objective to assess the efficiency and 

effectiveness of the Enterprise Risk Management Process in WMO. 

2022-IAS-04 – Payroll (35 days) 
 

12. The last audit of payroll function was in 2017. Payroll expenditure accounts for over 70 
percent of the regular budget expenditure in WMO. The payroll operations are carried out by 
on single associate payroll officer in WMO. Last year, the WMO payroll officer separated from 
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the organization and a new payroll officer was recruited. The payroll function has also 
relocated from Finance to Human Resources division. 

 
13. Payroll function in WMO has had the challenges of maintaining adequate segregation of duties 

and manual interventions. In the current review of process and efficiencies payroll process is 
also a candidate for outsourcing. 
 

14. IOO will review the payroll process with the objective to assess if adequate controls are in 
place and functioning to ensure accuracy of payroll calculations and disbursement. The review 
will focus on the impact of the changes in organizational structure and supervision of payroll 
function. 

2022-IAS-05 – Procurement (45 days) 
 

15. The last audit of procurement function was done in 2019. Since then, following the Secretariat 
restructuring two of the three professional staff in the procurement section, separated from 
the organization. The organizational structure of the procurement section has been changed 
as approved by the SG in the restructuring. It now consists of 2 professional staff. 
Additionally, there are 2 General Service staff dedicated to procurement function in the 
central service platform. Thus, overall, 3 out of the 4 staff in procurement are new. Turnover 
of staff entails potentially lost institutional knowledge and inconsistency in control activities. 

 
16. IOO will review the procurement activity with the objective to assess if the adequate controls 

are in place and functioning in the different phases of the procurement process.  The 
engagement will cover procurement actions from the last two years.  

  



 

6 
 

Other IOO Activities 
17. The plan of work also sets aside time for other activities entrusted to IOO totaling to 225 

days as shown below: 

 
  
Resources 

18. As on date, IOO has two professional staff (D/IOO and Senior Internal Auditor) and one 
general service staff (Internal Oversight Assistant). The proposed plan has a projected 
deficit of 60 days which will need to be met from outsourcing. 

  

JIU Focal point; 
90

Financial 
Disclosures; 35

Annual 
Planning; 25

Follow-up of 
recommendatio

ns; 35

Investigations; 
40

Stakeholder 
reporting; 20



 

7 
 

Planning Approach 
19. IOO uses a risk-based approach1 to develop in developing its annual plan of work. The 

purpose of risk-based work planning is to ensure that Audit assignments are directed at 
areas where achievement of the WMO objectives is at higher risk. Risk-based annual work 
plans enable IOO to focus on how well the WMO is managing major risks. Each year, IOO 
undertakes an annual risk assessment exercise to validate and update the audit universe to 
consider new and emerging risks. 

20. We take into account the WMO enterprise risk management framework and consult with 
management and other relevant stakeholders in developing the plan. 

 
21.  IOO’s risk assessment process consists of review of risks in objective setting and planning, 

enterprise risk management, monitoring and other internal processes. IOO conducts 
interviews with management at various levels to supplement the risk identification process. 
 

22. IOO identifies and prioritizes potential audits and other assessments by examining a variety 
of factors that may expose the organization to fraud, misappropriation of funds, liability, or 
reputational harm. Accordingly, risk factors are assessed by reviewing - Significant changes 
that have occurred in the organization, time since the last audit of an area, budget, 
compliance and regulations, complexity of transactions, critical information technology 
systems, including hardware and software, quality of internal control systems, short- and 
long-term strategic risks and emerging risk areas. 
 

23. Some of the key drivers in the current risk assessment exercise were: 
 

Implementation of the governance reform and the Secretariat restructuring 
 

24. The implementation of the historic reform of the organization continued with the 
operationalization of new constituent bodies (the Commission for Weather, Climate, Water 
and Related Environmental Services & Applications (SERCOM), the Infrastructure 
Commission (INFCOM), the Technical Coordination Committee (TCC), and associated 
advisory structures, the Scientific Advisory Panel (SAP), the Research Board (RB), the Joint 
WMO-IOC Collaborative Board (JCB) and the Audit and Oversight Committee (AOC)). 
 

25. Re-balancing of the staff to enable hiring of more mid-level professionals in the technical 
departments, regional offices and capacity building has been carried out.  
 

26. The WMO Board of Directors has been functioning as the main decision-making venue of the 
Secretariat dealing with top level risks and strategic and operational issues composed of the 
senior management team.  

Impacts and delivery during the COVID-19 Pandemic 
 

 
 
1 Internal Audit Standard ‘2010 – Planning’ states that the internal audit activity's plan of engagements should be 
based on a risk assessment, undertaken at least annually.  
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27. It was a challenging time globally during the COVID-19 pandemic, which impacted the 
implementation of certain programmatic activities.  
 

28. The majority of staff operated in a teleworking virtual mode for most of the period. Despite 
impacts of COVID-19 pandemic and the lack of in-person meetings new videoconferencing 
means provided opportunities for enhanced participation of members from around the world. 
 

29. The central administrative platform has been operating since September 2020 and the 
Secretariat has maintained business continuity during the Pandemic.  
 

30. The slowing of assessed contributions in 2020 resulted in hiring freeze measures and the 
Secretary-General had to take direct intervention with member states to ensure the 
continued flow of funding and improvement in the cash-flow situation by the start of 2021. 

WMO Strategic initiatives 
 

31. In support of the implementation of the strategic plan WMO and its partners have taken 
following high-profile initiatives: 
 

32. The Systematic Observations Financing Facility (SOFF) to improve sustainability of our global 
observation network. This will enhance hydrometeorological infrastructure for least 
developed countries and Small Island Developing States. SOFF is viewed as an 
implementation vehicle for achieving the Global Basic Observing Network (GBON) 
compliance. 
 

33. WMO has established a Water and Climate Coalition for the acceleration of Sustainable 
Development Goal 6 (SDG 6) (Water) in coordination with UN-Water and 10 UN agencies. 
This initiative will contribute towards actions for the UN decade of water for sustainable 
development and attaining the targets of SDG 6. 
 

34. The Climate Risk and Early Warning Systems (CREWS) initiative involving WMO, the United 
Nations Office for Disaster Risk Reduction (UNDRR) and the World Bank plus a number of 
key donors is gaining further momentum with enhanced funding from the European 
Commission and several new national contributions.  

Visibility of WMO Climate reports at the United Nations Global level 
 

35. Since EC-72 WMO has published a series of globally impactful reports including the State of 
the Climate in 2020, Greenhouse Gas Bulletin, the United in Science Report (In cooperation 
with the Intergovernmental Panel on Climate Change (IPCC), the United Nations Environment 
Programme (UNEP), the Global Carbon Project in advance of the UN General Assembly and 
the State of Climate Services Report.  

 

Top Organizational Risks:  
 

36. The following eight top organizational risks were identified in April 2021: 
a. Prolonged COVID situation (post 2021) with continued travel restrictions, virtual 

meetings and work from home; 
b. Insufficient business continuity during extreme events at (a) HQ and (b) ROs; 
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c. Growing competition from other entities (public and/or private) engaging in WMO’s 
central mandate, without coordination and compliance to WMO standards; 

d. Lack of Members engagement and inability to reach consensus on reorganizing 
regional structures, mechanisms and activities; 

e. Cybersecurity; 
f. Lack of reprioritization of accumulated resources as a result of restructuring and 

videoconferencing/inability to travel; 
g. Inability to deliver on Strategic and Operating Plan; and 
h. Lack of communication capacity and innovation for WMO products and services. 

Long Term Goals and Monitoring 
37. The Strategic Plan adopted by the Eighteenth World Meteorological Congress, in June 2019, 

sets the directions and priorities to guide the activities of the World Meteorological 
Organization (WMO) during 2020–2023 and up to 2030 to enable all Members to improve 
their information, products and services. The plan sets 5 Long Term Goals2 which have 
associated strategic objectives and risks. WMO results-based budget allocates resources to 
the Long-Term Goals (and two other appropriation parts3). The administrative services cost 
is attributed to the 7 appropriation parts on a pro-rata basis (apportionment).  
 

38. In the restructuring of the Secretariat, the Directors responsibilities have been delineated 
according to the results with allocated resources.  
 

39. The Monitoring, Evaluation, Risk and Performance (MERP) Unit has been undertaking rolling 
reviews of strategic objectives, covering the achievements of milestones contained in the 
operating plan. These reviews inter-alia identifies the risks in respect of the key performance 
indicators and forms a useful source to IOO’s risk assessment process. 
 

Determination of Audit Topics 
 

40. Based on the risk assessment from the sources above IOO selects its audit topics covering 
most organizational units/processes.  The topics were selected to address following key risk 
drivers: 
 

a. The new organizational structure of the secretariat has been implemented 
incrementally since the last quarter of 2020. 

 
 
2 LTG 1. Better serve societal needs: Delivering, authoritative, accessible, user-oriented and fit-for-purpose information 
and services; 
LTG 2. Enhance Earth system observations and predictions: Strengthening the technical foundation for the future; 
LTG 3. Advance targeted research: Leveraging leadership in science to improve understanding of the Earth system for 
enhanced services 
LTG 4. Close the capacity gap on weather, climate, hydrological and related environmental services: Enhancing service 
delivery capacity of developing countries to ensure availability of essential information and services needed by 
governments, economic sectors and citizens; 
LTG 5. Strategic realignment of WMO structure and programmes for effective policy- and decision-making and 
implementation. 
 
3 Part VI – Policy Making Organs and Executive Management 
Part VII – Language Services 
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b. There has been a complete revamp in provision of support services, with initiatives 
like centralization of support services in the platform, which is a novel concept for an 
organization of the size of WMO.  

c. The restructuring exercise has been an opportunity to achieve more efficiency in 
conduct of business in the secretariat. At the same time the change in processes and 
turnover of staff has increased the risk of dilution of control activities. 

d. The present version of the ERP system in WMO has to be upgraded for which options 
are being explored.  

Other Assurances  
 

41. IOO consults the planned assurance work by the Joint Inspection Unit, External Auditors and 
other management reviews to avoid overlap and enhance synergy. Following are the ongoing 
system-wide reviews of the JIU which could be of interest to the AOC: 

a. Cybersecurity 
b. Internal Justice System 
c. Review of the ethics function in the UN  
d. Business continuity review: Basic policy/guidelines element for BCM 
e. Review of the management of implementing partners in the UN  
f. Appeal mechanisms  
g. Measures and mechanisms for preventing and addressing racism and racial 

discrimination in the UN  
 

42. A list of other assurances specific to WMO which are planned/ongoing: 
a. An independent evaluation of the constituent body reforms; 
b. Joint Review of Secretariat Restructuring; 
c. An independent evaluation of CREWS Initiative  
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