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EXECUTIVE SUMMARY 
This document presents the risk-based Plan of Work (PoW) for 2023 of the Internal Oversight 
Office (IOO).  The PoW was developed, according to best practice, using a multi-dimensional 
planning process involving a risk assessment exercise that considers all organizational entities 
and relevant business processes of the Secretariat, the objectives and associated risks, and 
substantive input from programme managers and stakeholders.   

Planning Considerations. The Covid crisis, inflation challenge, ageing ERP system and 
reforms of constituent body and secretariat were some of the key risk drivers during the year. 

Risk Identification and Assessment. IOO consulted the constituent body documents, 
statements on internal controls of the managers, risk control matrices, information from the 
M&E system to gain insights into the risk landscape. Interviews were held with a cross section 
of management and process owners at all levels to validate the risk assessment. 

Risk Assessment Results. The planning process identified 38 auditable targets in the 
Oversight Universe. These were risk assessed by IOO on four (4) strategic risk factors – 
“Materiality”, “Control Environment”, “Reputation” and “Management Concerns”. The risk 
scores were updated on several considerations and sources of risk information. 

Seventeen (17) were assessed as “High Risk” and 21 as “Medium” risk. The proposed plan of 
work covers 10 of the “High Risk” (59%), 7 (33%) “Medium Risk” units from the universe.  

Planned Engagement. The plan of work for 2023 contains the seven (7) engagements for 
the year 2023: 

i. Internal Audit – Consultancies 
ii. Internal Audit – Education Grant 
iii. Internal Audit – Travel 
iv. Internal Audit – Building Management 
v. Internal Audit – Regional Office Ethiopia 
vi. Evaluation/Performance Audit – Highway Project 
vii. Internal Audit –Preparedness for new initiatives. 

Other Evaluations. Evaluations planned to be undertaken by MERP Unit/Other organizational 
units are also listed in the document for the information of the AOC. 
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Resources. As in the previous years, the plan of work for 2023 sets aside time for 
unscheduled inspections and other oversight activities (e.g., planning; investigations; follow-
up of recommendations; quality assurance; and reporting to stakeholders, and administrative 
support activities).  Time has also been budgeted for JIU focal point activities and financial 
disclosures.  

The plan presumes availability of current IOO staff complement and non-staff resources to 
the same level as 2022. One hundred and five (105) outsourced consultant days will be 
required to deliver the plan of work. 

Quality Assurance and Improvement. Training focus areas have been identified for all 
IOO staff. 10 days of training per staff member is budgeted in this plan of work. 

Assurance Coordination. The plan of work considers assurance coverage by other providers 
namely the External Auditors and Joint Inspection Unit. A three-year rolling plan is also 
developed showing the proposed coverage for 2023 to 2025 and is kept in the Annex.  
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INTERNAL OVERSIGHT OFFICE- PLAN OF 
WORK - 2023 
I: MANDATE OF THE INTERNAL OVERSIGHT OFFICE 

1. The overall framework of internal oversight activities as mandated by the World 
Meteorological Congress is contained in Financial Regulations 13.7-13.10. Further 
elaborated in IOO charter, the consolidated internal oversight mechanism provided by 
IOO comprises of three pillars of activity: internal audit, investigations, and 
independent evaluations.    

 
Pillar 1: Internal Auditing  
Internal Auditing is an independent, objective assurance and consulting activity 
designed to add value and improve an organization's operations. It helps an 
organization accomplish its objectives by bringing a systematic, disciplined approach to 
evaluate and improve the effectiveness of risk management, control, and governance 
processes. Internal Auditing in IOO is carried out in conformity to the International 
Professional Practices Framework of the Institute of Internal Auditors (IIA), which 
includes the Internal Auditing Standards and Code of Ethics. This mandatory guidance 
constitutes the framework within which IOO practice of internal auditing is pursued and 
the standard by which IOO performance effectiveness is evaluated. 
 
Assurance activities include, compliance audits, performance audits (value-for money 
audit), financial audits, Information Technology Audits, and continuous audits.  
 
Pillar 2 Evaluation and Inspection  
Evaluations in WMO are carried out in accordance with the standards developed and 
adopted by the United Nations Evaluations Group (UNEG). An evaluation and inspection 
are a systematic assessment, of a project, programme, strategy, policy, topic, theme, 
sector, operational area or other institutional performance activity. This process of 
review focuses on expected and achieved accomplishments, examining the results 
chain, processes, contextual factors and causality, in order to understand achievements 
or the lack thereof. It aims at determining the relevance, impact, effectiveness, 
efficiency and sustainability of the interventions and contributions of the WMO. An 
evaluation should provide evidence-based information that is credible, reliable and 
useful, enabling the timely incorporation of findings, recommendations and lessons into 
the decision-making processes of the organizations. 
The purposes of inspection and evaluation are to promote accountability and learning. 
Inspections and evaluation aim to understand why — and to what extent — intended 
and unintended results were achieved and to analyze the implications of the results.  

 
Pillar 3: Investigation 
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Investigation is part of the process by which greater transparency and accountability 
are fostered within the Organization. The investigation is both legally based and analytic 
process designed to gather information in order to protect the human and financial 
resources of WMO. Investigations activities relate to allegations of misconduct by staff 
covering areas such as fraud, corruption, sexual exploitation and abuse and other 
misconduct in the workplace as defined in the staff rules and financial rules. 
Investigations in WMO are carried out in accordance with the Uniform Principles and 
Guidelines for Investigations adopted by the “Conference of International 
Investigators”. 

OTHER RESPONSIBILITIES 

2. D/IOO is the focal point for the Joint Inspection Unit for WMO. The Joint Inspection Unit 
(JIU)’s mandate is to look at cross-cutting issues across the United Nations system. In 
its reports and notes, the Unit identifies best practices, proposes benchmarks, and 
facilitates information-sharing throughout the organizations of the UN system. IOO 
supports the conduct of JIU reviews, carries out follow up of its recommendations and 
submits the results to the Audit Committee and the legislative bodies of WMO. 
 

3. WMO requires that all staff members at the D.1 level and above and other designated 
officials to file financial disclosure statements as prescribed by the Secretary-General, in 
respect of themselves, their spouses and their dependent children, and to assist the 
Secretary-General in verifying the accuracy of the information submitted when so 
requested. IOO has been entrusted to handle the process of filing of financial disclosure 
statements. 
 

4. It is noted that WMO is in discussions with the United Nations Ethics Office for 
outsourcing the ethics services, including financial disclosures. The exact scope and 
timeline of the outsourcing will be clear by Q1-2023. 

  



AC-39/Doc. 4.2, p. 5 

 

II: PLANNING CONSIDERATIONS 

6. IOO uses a risk-based approach to develop in developing its annual plan of work. 
Internal Audit Standard ‘2010 – Planning’ states that the internal audit activity's plan of 
engagements should be based on a risk assessment, undertaken at least annually. 
Following were the key drivers and considerations in 2022: 

COVID IMPACT  

7. Coronavirus crisis tested business continuity, agility, and resilience of the organization. 
The crisis receded from the second quarter of 2022. However, it triggered changes into 
the working methods which have long term implications. These changes are visible in 
key processes viz. travel, meetings, and information technology. 

8. IOO will review the impact of these changes on governance, control and risk 
management processes and provide assurance to the stakeholders. 

GLOBAL ECONOMIC CHALLENGES 

9. Since 2021, a worldwide increase in inflation began to occur, which has been attributed 
to various causes, including pandemic-related fiscal and monetary stimulus, supply 
shortages (including chip shortages and energy shortages), energy crisis etc. Many 
countries have seen their highest inflation in decades and their central banks have 
responded by aggressively increasing interest rates. In such a scenario, making a case 
of resources in the upcoming Congress can be challenging. 

10. IOO will provide assurance over economy of operations in WMO in these financially 
challenging times. 

AGEING ERP SYSTEM 

11. The premiere support for WMO ERP System E-Business Suite has ended and it is now on 
extended support. WMO is contemplating to join UNDP’s ERP implementation project on 
Oracle Cloud ERP Platform. Implementation of new ERP system is always a challenging 
process. 

12. IOO will seek to provide continuing assurance on the process of implementation of new 
ERP. 

FRAMEWORK OF SUPPORT SERVICES 

13. The provision of support services has been revamped in the new restructured 
secretariat. IOO reviewed the provision of platform services in during 2022. WMO is 
also exploring to outsource some of its administrative processes to larger organizations 
like UNDP. 

14. Strategic outsourcing can help organizations focus on their core business by freeing up 
resources from administrative processes. 

REFORM OF REGIONAL STRUCTURES 

https://en.wikipedia.org/wiki/Inflation
https://en.wikipedia.org/wiki/List_of_COVID-19_pandemic_legislation
https://en.wikipedia.org/wiki/Stimulus_(economics)
https://en.wikipedia.org/wiki/2021%E2%80%932022_global_supply_chain_crisis
https://en.wikipedia.org/wiki/2021%E2%80%932022_global_supply_chain_crisis
https://en.wikipedia.org/wiki/2021%E2%80%932022_global_energy_crisis
https://en.wikipedia.org/wiki/Interest_rate
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15. Continuing with the constituent body reforms, the World Meteorological Congress in 
2023 will consider the reform of regional structures. Successful implementation will 
require extensive change management efforts. 

16. Internal Oversight does not strictly recommend auditing only the functional areas with 
the highest risk rating score. Other factors affecting the recommendation include 
Governance/Management priorities, limited resources, prior audit results, the 
opportunity for a greater impact in adding value to the organization, and the degree of 
organizational change in the functional area. All of these factors are addressed when 
devising the recommended oversight plan. 

III. OVERSIGHT UNIVERSE 

17. Internal Oversight Office’s universe is comprised of “oversight areas” which include 
processes, programmes, projects, organizational units, or locations.  The universe is 
reviewed every year to incorporate the organizational and process changes since the 
last risk assessment. After the completion of this review, IOO has identified 38 
oversight areas. The following chart presents the oversight universe for 2023 as per the 
categories.  

 

 
Figure 1 - Oversight Universe 
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IV: RISK IDENTIFICATION AND ASSESSMENT 

18. IOO’s risk identification and assessment draws from a variety of sources including - 
Enterprise Risk Management, statement on Internal Controls, interviews with senior 
managers, management concerns etc. 

ENTERPRISE RISK MANAGEMENT 

19. The WMO risk management system identified a total of 45 risks; 13 were Strategic, 22 
were Operational, 4 Financial and 6 Compliance. These are summarized below: 

• Fraud and/or corruption (e.g. education grant, SSA, Procurement, Regional 
Offices) 

• Declining rental revenue from building and conference spaces rental 
• Lack of support for current ERP 
• Delay in implementing the HR, FIN, TRAVEL strategies 
• Risks associated with long-term employee benefit liabilities (e.g. ASHI) 
• Inadequate internal policies and procedures (not reviewed and updated 

accordingly including for delegation of authority) 
• Lack of healthy workplace culture (high pressure environment, inadequate 

investment in people, lack of accountability, poor behaviour) 
• Deficient project management process 

STATEMENT ON INTERNAL CONTROLS  

20. Senior managers and key functionaries in the organization who are responsible for 
control activities, provide the Secretary-General assurance on functioning of internal 
controls within their delegated areas to support his Statement on Internal Control in 
relation to the annual Financial Statements.  In doing so, they report on risks 
associated with objectives of their Department, which are factored into IOO’s risk 
assessment process. Some of the issues highlighted in the statement on internal 
controls submissions this year included: 

• Business continuity with respect to processing of benefits, entitlements and 
payroll – while all controls and processes related to these areas were effective 
and well-functioning throughout 2021, the risk of having limited back-up 
knowledge for these functions is significant.  

• Requirements to support extrabudgetary funded activities are straining the 
capacity of the administrative services. The ongoing and increasing 
requirements of extrabudgetary funded activities are demanding more and 
more time of WMO staff, in particular administrative staff.  

• WMO liability for extrabudgetary staff costs and ASHI liabilities including IPCC 
and GEO. 

RISK IDENTIFICATION/ASSESSMENT INTERVIEWS  
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21. IOO meets the management at different levels to seek their perception about emerging 
risks and control issues. Further, IOO keeps track of discussions in legislative bodies to 
understand and incorporate their priorities in risk assessment process. 

RISK UNIVERSE AND INTERNAL AUDIT COVERAGE 

22. Based on the above inputs, each of the oversight units was scored on four strategic risk 
factors on a scale of 1-10. An overall risk score was then calculated for each of the units 
which were ranked “High”, “Medium” or “Low”. Of the total of 38 units, seventeen (17) 
were assessed to “High Risk” and 21 to be “Medium Risk”. A graphical representation is 
given below: 

 

 

 

23. The proposed plan of work covers 10 of the “High Risk”, and 7 “Medium Risk” units from 
the universe. Using a weighting of 2 for the “high risk” areas and 1 for “medium risk” 
the overall risk coverage by this proposed plan of work is 49%. The comparable metric 
for the plan of work for 2021 was 27%. 

24. A three-year rolling plan is also developed showing the proposed coverage for 2024 and 
2025 and is kept at Annex. 
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ENGAGEMENTS IN THE POW-2023 

25. The proposed engagements for 2023 along with brief scope are given below: 

INTERNAL AUDIT PLAN 

 

2023-IAS-01 – AUDIT OF CONSULTANCIES 40 

WMO uses both Individual and institutional consultants to augment its human resources in 
discharging its mandate.  The expenditure on consultancies has shown a marked increase since 
2019. The increase in the consultancy expenditure was noted by external audit in their report on 
financial statements for the year 2021. 

Consulting services should be for clear time-bound objectives and should be distinct from regular 
staff activities. 

The objective of the audit will be to assess the governance control and risk management in the 
management of consultancies in WMO.  

2023-IAS-02 – AUDIT OF EDUCATION GRANT 40 

Education grant is an expatriate benefit that is payable to eligible staff members in respect of each 
dependent child’s educational expenses. It is provided to staff members who are: internationally 
recruited under Staff Rules; hold a fixed-term, or continuing appointment; reside and serve at a 
duty station outside their home country; have dependent children in full-time attendance at a 
school, university or similar educational institution; and are assigned for a minimum period of six 
months from one duty station to another. 

The objectives of the audit are to assess whether: (i) education grant claims were processed 
effectively and efficiently by HRS; (ii) HRS guidance and monitoring of the process is adequate and 
effective; and (iii) fraud risks are adequately managed. 

2023-IAS-03 – AUDIT OF TRAVEL PROCESS 45 

Travel was the most significant non-post expenditure for WMO before the Covid-19 pandemic.  
Travel activity has started to pick up in 2022 after the hiatus of 2 years.  

The objective of the audit will be to provide assurance that there are adequate and effective 
governance, risk management and control processes over travel.  

The audit will include assessment of travel policies in WMO and their coherence with the financial 
and environmental strategies of WMO.  

2023-IAS-04 – AUDIT OF BUILDING MANAGEMENT 45 

The objective of the audit was to assess whether: (a) necessary capital improvements and 
maintenance projects are adequately identified and funded; (b) capital improvements and 
maintenance programmes are managed effectively and efficiently, including mitigation of risks. 

Audit scope will include governance and strategic planning; work planning and performance 
measurement; project management; and financial management. 

2023-IAS-05 – AUDIT OF THE REGIONAL OFFICE FOR AFRICA 45 



AC-39/Doc. 4.2, p. 10 

 

The Office for Africa is headquartered in Addis Ababa, Ethiopia, interfaces with 57 Member States 
in Africa (WMO Region I), 33 of which are least developed countries. 

This Office has never been audited by IOO since its establishment. The objective of the audit will 
be to review programmatic, administrative and financial controls of the Office. 

2023-IAS-06 – AUDIT OF ORGANIZATIONAL READINESS FOR NEW 
INTIATIVES & PROJECTS 45  

WMO has taken several initiatives like GBON implementation, establishment of SOFF facility in tis 
support and taking the lead on global coverage of early warnings. Successful achievements of the 
goals will require the organization to undertake projects, catalyse resources at a global scale. 
These new initiatives represent both opportunity and risk for the organization. The audit will assess 
the readiness of the organization to deliver on the commitments made to the stakeholders, and the 
assessed high levels of risk for the Organization.   

.  

  

EVALUATION - PLAN 

 

26. Evaluations are conducted by different entities in WMO as described in the WMO 
Evaluation Policy. IOO has included one evaluation in the performance audit of plan of 
work for 2023 as below: 

 

 2023-EPAS-01 – EVALUATION/PERFORMANCE AUDIT OF HIGH IMPACT 
WEATHER PROJECT (HIGHWAY PROJECT - TF 421326)  

45 

Review of a completed project to assess whether the benefits/achievements have been sustained 
beyond the life cycle of the project.  

• Total funding of project: GBP 4,190,500 
• Donor: UK Foreign, Commonwealth & Development Office (FCDO) 
• Implementing partners: UK Met Office, National Center for Atmospheric Research (NCAR, 

USA), 7 National Meteorological and Hydrological Services (NMHSs) in East Africa 
• Execution period: 1st Oct 2017 - 31st March 2021 

 

27. Decentralized Evaluations. Evaluations are undertaken by different departments of 
projects/programmes/activities following the donor requirements or governing body 
requests. 

28. Below is the list of ongoing decentralized evaluations: 

a. External Evaluation of WMO’s approach to projects 
b. CREWS Chad 
c. CREWS Togo 
d. CREWS Pacific 

29. The AOC will be kept informed of new evaluations being commissioned through periodic 
reports. 
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ENGAGEMENT SCHEDULE 

30. Considering the schedule of WMO meetings, other works like follow-up of 
recommendations, preparation of annual reports, involvement in the UN-RIS, RIAS and 
UNEG, leave Plans and other commitments to time, following engagement schedule is 
proposed. 

 

 

31. The schedule will be adjusted as required depending on factors including but not limited 
to availability of management personnel, unforeseen work and investigation work. 

 

  

IAS-01-Consultancies

IAS-02-Education Grant

IAS-03-Travel Process

IAS-04-Building Management

IAS-05-Regional Office

EPAS-01-High Impact Weather

01-Jan-23 20-Feb-23 11-Apr-23 31-May-23 20-Jul-23 08-Sep-23 28-Oct-23 17-Dec-23
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VI. RESOURCE ALLOCATION 

32. Available Resources. The Internal Oversight Office’s has two professional staff - one 
Director (D-1) and one Senior Internal Auditor (P-5), and one support staff (G-6).  

33. The PoW also assumes availability of non-post resources equivalent to 60 days of 
consultancy work. These non-post resources are required to ensure IOO’s flexibility in 
acquiring third party services, as deemed necessary, to deliver some of the work.  The 
SG and the Audit Committee will be kept apprised of actual resources available to IOO 
and impact of shortfalls, if any. 

34. Other Oversight Activities. The plan allocates resources for other oversight related 
activities namely: 

a. Follow up of Recommendations – 25 days 
b. Annual Risk Assessment – 20 days 
c. Reporting to Governing Bodies – 20 days 
d. Quality Assurance and Improvement – 10 days 
e. Training – 30 days 

35. Other Activities. The plan allocates 60 days for JIU focal and financial disclosures1 - 
other activities entrusted to IOO.  

 

 

 

1 WMO is considering outsourcing handling its financial disclosures to the UN Ethics Office in New York. 

260, 53%

65, 14%

40, 8%

40, 8%

25, 5%

60, 12%

Engagements Follow-up/Risk Assessment/Reporting

QAIP and Training Management

Unscheduled JIU/Financial Disclosures
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36. Deficit of about 60 days will be met through co-sourcing/outsourcing as appropriate. 

37. Training. IOO continually assesses the competency requirements and provides training 
and other gap closing measures to its staff.  External Auditor in their report had 
recommended that “an annual training programme should be established, aligned to the 
annual work plan, in order to assess the adequateness of the professional skills required 
for its implementation”. Following are the areas identified for providing training in 2023, 
in alignment with this plan of work: 

a. Data Analytics 

b. Project Management 

c. Team-Mate+ Audit Management System 
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VII. COORDINATED ASSURANCE 

38. Following are the other sources of assurances available to the stakeholders in WMO. 

39. Joint Inspection Unit. JIU is the independent external oversight body of the United 
Nations system mandated to conduct evaluations, inspections and investigations system 
wide. 

40. Following are the ongoing assignments of the JIU: 

a. Review of measures and mechanisms for addressing racism and racial 
discrimination in United Nations system organizations - Managing for 
organizational effectiveness 

b. Review of the internal pre-tribunal stage appeal mechanisms available to staff 
members in the United Nations system organizations 

c. Review of accountability frameworks in the United Nations system 
organizations  

d. Flexible working arrangements in United Nations system organizations 

e. Review of mental health and well-being policies and practices in United 
Nations system organizations 

f. Quality, effectiveness, efficiency, and sustainability of health insurance 
schemes in the United Nations system organizations 
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VIII. PERFORMANCE MEASUREMENT 

41. Establishing performance measures is critical in determining if an audit activity is 
meeting its goals and objectives, consistent with the highest quality practices and 
standards. The first step is to identify key performance measures for activities that 
stakeholders believe add value and improve the organization’s operations. In 
addition to compliance with The IIA’s International Standards for the Professional 
Practice of Internal Auditing (Standards), audit activity performance measures in IOO 
include: 
 

42. In execution of this plan IOO monitors the following indicators: 
 

• Percentage of the audit plan completed. 
• Count of issues found and recommendations made. 
• Percentage of recommendations implemented. 
• Time spent per audit vs. budget. 
• Client Satisfaction 
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ANNEX-I – INTERNAL OVERSIGHT STRATEGIC PLAN 2023-25 

The three year rolling plan, consisting of planned engagements for the period 2023 to 2025 is shown below: 

2023 2024 2025 

1. Internal Audit – 
Consultancies 

2. Internal Audit – Education 
Grant 

3. Internal Audit – Travel 
4. Internal Audit – Building 

Management 
5. Internal Audit – Regional 

Office in Ethiopia 
6. Evaluation/Performance 

Audit – Highway Project 
7. Preparedness 

 

1. Internal Audit – 
Procurement 

2. Internal Audit/IT Audit – IT 
Strategy 

3. Internal Audit – Budgeting 
Process 

4. Internal Audit – Constituent 
Body Meetings 

5. Internal Audit – 
Communications Strategy 

6. Internal Audit – Outsourcing 
7. Evaluation/Performance 

Audit – SOFF 

 

1. Internal Audit – Recruitment 
2. Internal Audit/IT Audit – 

ERP Implementation 
3. Internal Audit – Accounts 

Payable 
4. Internal Audit – Treasury 

Operations 
5. Internal Audit – Audit of 

Liaison Offices 
6. Evaluation/Performance 

Audit – Early Warning 
Systems 

 

The coverage of the risk universe through this projects for the period 2023-25 is shown below: 

ENTITY RISK 2023 2024 2025 

CABINET OFFICE OF THE SECRETARY-GENERAL 

Cabinet Office of the SG High Travel SOFF EWS 

Budget Unit High 
 

Budget 
 

CREWS Secretariat High 
  

EWS 

Controller Office Medium 
   

EU Affairs Office High Preparedness 
 

LO 

External relations Protocol & Registry Unit High 
  

LO 

Monitoring Evaluation Risk Performance Unit Medium Preparedness 
  

Strategic Communications Office High 
 

COMM 
 

UN Affairs Office High Preparedness 
 

LO 

GOVERNANCE SERVICES 

Governance Services High 
 

Budget ERP 

Conference Services Medium 
 

Constituent 
Body Meetings 

 

Facilities Management High Building Outsourcing 
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Finance High Preparedness 
 

Treasury, 
Accounts 
Payable 

Human Resources High Education 
Grant 

 
Recruitment 

Language Services and Publications Medium 
   

Procurement & Contract Management High Consultants Procurement 
 

Travel High Travel 
  

ITD 

Information Technology Division High  IS Strategy, 
Outsourcing 

ERP 

TECHNICAL PROGRAMMES 

Infrastructure High Travel Budget EWS 

Global Climate Observing System Medium Preparedness SOFF 
 

WMO Information System Medium 
   

WMO Integrated Global Observing System Medium 
   

Member Services & Development Medium Travel Budget EWS 

Education & Training Office Medium 
   

Office for Development Partnerships High Preparedness Development 
Partnership 

 

Regional Office Africa High 
   

Regional Office Americas Medium 
   

Regional Office Asia & South West Pacific Medium RO 
  

Regional Office Europe Medium 
   

Technical Coordination & Support Medium Preparedness 
  

Science and Innovations Medium Travel Budget 
 

Atmospheric Environment Research Division Medium 
   

World Climate Research Division Medium 
   

World Weather Research Medium 
   

Services Department Medium Travel Budget EWS 

Climate Services Branch Medium 
   

Disaster Risk Reduction & Public Services 
Branch 

Medium 
   

Sector Services Medium 
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