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AGENDA ITEM 16: GOVERNANCE 

AGENDA ITEM 16.1: REPORT OF THE OVERSIGHT BODIES 

INTERNAL OVERSIGHT REPORT 

Plan of Work for 2017 

1. The annual program of work for 2017 had eight (8) engagements including two phased 
over from 2016 and one evaluation. Additional follow-up of recommendations in 
Information Technology and Procurement was undertaken as requested by Audit 
Committee/Executive Council. The following table summarizes the implementation of the 
plan of work for 2017: 

Engagement Status Report# Rating Issue Date 
Evaluation of DRR 
Activities  

Completed 2017-01 NA 15-March-17 

Internal Audit of Haiti 
Project 

Completed 2017-02 Some Improvement 
Needed 

14-Jun-17 

Internal Audit of Children 
Education Grant  

Completed 2017-03 Some Improvement 
Needed 

16-Jun-17 

Internal Audit of 
temporary contracts 

Completed 2017-04 Major Improvement 
Needed 

5-Sep-17 

Internal Audit of Payroll Completed 2017-05 Effective/Satisfactory 14-Sep-17 
Internal Audit of 
Budgeting Process  

Completed 2017-06 Some Improvement 
Needed 

4-Oct-17 

Follow-up on 
recommendations in IT & 
Procurement reports 

Completed 2017-07 _ 14-Nov-17 

Internal Audit of IT 
Strategy and Governance 

Completed 2018-01 Some Improvement 
Needed 

26-Jan-18 

Internal Audit of Project 
Management Framework 

Completed  2018-02 Some Improvement 
Needed 

6-Feb-18 

2. Overall the plan of work was completed satisfactorily with seven (7) reports issued in 
2017 and two(2) reports in 2018. Investigations/fact-finding exercise were undertaken 
on complaints/allegations as required.  

3. Follow-up of recommendations of Internal Oversight Office and JIU was carried out as per 
schedule and results reported to appropriate levels of management and governance. 

4. Risk assessment was carried out for annual planning exercise and results were discussed 
with management and the Audit Committee. 
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RESULTS OF ENGAGEMENTS 

Standards of Practice 

5. Assurance engagements (Internal Audit, Performance Audit and Inspections) are 
conducted in conformance with the International Professional Practices Framework of the 
IIA. Investigations are taken as per the “Uniform Guidelines for International 
Investigators”. Evaluations are conducted as per the UNEG Norms and Standards. 

6. The internal audits were rated in accordance with IOO’s rating criteria which took into 
account the significance of results, including reportable deficiencies. The following ratings 
have been in effect during 2017: 

Effective/Satisfactory The assessed <<governance arrangements, risk management practices and 
controls>> were adequately << established and functioning well/ designed 
and operating effectively >> to provide reasonable assurance that the 
objectives of the audited entity/area should be achieved. 

Issue(s) identified by the audit, if any, do not affect the achievement of the 
objectives of the audited entity/area. 

Some 
Improvement 
Needed 

The assessed <<governance arrangements, risk management practices and 
controls>> were adequately << established and functioning well / designed 
and operating effectively >> but need some improvement to provide 
reasonable assurance that the objectives of the audited entity/area should 
be achieved. 

Issue(s) identified by the audit do not significantly affect the achievement of 
the objectives of the audited entity/area. 

Management action is recommended to ensure that identified risks are 
adequately mitigated. 

Major 
Improvement 
Needed 

The assessed <<governance arrangements, risk management practices and 
controls>> were generally << established and functioning / designed and 
operating >> but need major improvement to provide reasonable assurance 
that the objectives of the audited entity/area should be achieved. 

Issues identified by the audit could significantly affect the achievement of 
the objectives of the audited entity/area. 

Prompt management action is required to ensure that identified risks are 
adequately mitigated. 

Ineffective/ 
Unsatisfactory 

The assessed <<governance arrangements, risk management practices and 
controls>> were <<not adequately established and not functioning well / 
not adequately designed and not operating effectively>>to provide 
reasonable assurance that the objectives of the audited entity/area should be 
achieved. 

Issues identified by the audit could seriously compromise the 
achievement of the objectives of the audited entity/area. 

Urgent management action is required to ensure that the identified risks are 
adequately mitigated. 
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Dissemination of reports 

7. The reports of engagements conducted by IOO are addressed to the Secretary General 
with copies to responsible managers. The reports are shared with the external auditor of 
WMO and the members of the Audit Committee.  Disclosure of reports to the 
Members/Permanent Representatives and other stake holders is governed by the policy 
of disclosure of assurance reports approved by the Executive Council. 
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Internal Oversight Office’s Opinion on Internal Controls – 2017 

As per IOO’s charter, D/IOO is required to provide those charged with governance with an 
opinion on the overall adequacy and effectiveness of the WMO’s risk management, control and 
governance processes.  Collectively these activities are referred to in this opinion as “the 
system of internal controls”.  

The purpose of the annual opinion is to contribute to the assurances available to the Secretary 
General to underpin the statement of internal control. The opinion expressed does not imply 
that IOO has reviewed all risks and assurances relating to the organisation. 

This opinion presents an overall assessment of the systems of governance, risk management, 
and internal control, in WMO including a comparison with the prior year where applicable. It is 
based upon: 

(a) The results of internal oversight engagements completed during the year and 
ongoing, including assessment of the framework and processes for the 
management of risk. 

(b) The results of the enterprise risk management process instituted in the secretariat. 

(c) The results of external oversight exercises undertaken by the external auditor, Joint 
Inspection Unit etc. 

(d) Prior audit results and corrective actions taken and reported by management. 

The internal audit work in 2017 was conducted in conformity with the International 
Professional Practices Framework for Internal Audit of the IIA. There was no impairment to 
independence or objectivity in conduct of internal oversight activities during the year. 

Opinion 

During the year 2017 the design and functioning internal controls, governance and risk 
management processes were adequately established and functioning in majority of the areas 
reviewed, however only limited assurance could be given in the engagement of temporary staff 
and consultants. 

Where weaknesses have been identified through internal audits, IOO has worked with 
management to agree on appropriate corrective actions and a timescale for improvement. 
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Consideration for the Opinion 

(a) The evaluation of the Disaster Risk Reduction (DRR) programme found that DRR 
activities are highly relevant to WMO vision and mission and global agenda. The 
DRR related efforts and outputs of the Secretariat are valued by stakeholders and 
have influenced the shaping of global policies in the area by placing emphasis on 
prevention through early warnings systems. Positive trends were also seen in 
improvement of the governance of DRR in WMO and a clearer articulation of future 
activities through the DRR Roadmap. Areas where further attention needs to be 
directed are in developing a coherent programme and organizational structure 
within the Secretariat comprising of goals, accountabilities and showcasing WMO 
efforts in the area in a focused manner. 

(b) The audit of the Haiti Project noted that the Project was running behind schedule 
and a one-year no-cost extension until March 2018 has been obtained from the 
donor. After an initial delay, the construction of the new UHM building was 
completed by the set deadline and the Technical Assistance Package contract has 
also been awarded after a notable delay. There were concerns about funding 
shortage due to the delay. Further, the turbulent domestic political climate and 
weak national capacity also pose a threat to the sustainability of the Project. 

(c) The audit of payroll assessed whether the transition to the new salary scales for 
Professional and higher categories in 2017 and pensionable remuneration as well as 
the General Services staff pay scale have been implemented adequately. It was 
noted that the conversion and the required changes in the Oracle system were 
performed satisfactorily. 

(d) In children education grant, while controls are generally in place, there are 
weaknesses observed in processing of claims with potential non-compliance in 
13.7% of the cases reviewed. Challenges were noted in ensuring that supporting 
documentation met the criteria of sufficient evidence and had the necessary details 
to establish the nature of expense being claimed, in particular in special education 
grant where questions could be raised in 50% of the cases. 

(e) The audit of temporary personnel highlighted the need for strengthening of controls 
in design and functioning of the contracting process in the areas of employment of 
retired staff members,  transparency of selection process, compliance with the 
contract duration limit, and setting of consultant fees in an objective manner. 
Further, evidence of geographic and gender considerations was generally absent. 

(f) The review of budgeting process found that clarity, transparency and 
documentation of budgetary decision-making could be improved. The current 
organizational location of the Budget Office could pose a threat to segregation of 
duties. Further, in light of increasing efficiencies demanded by the governance, 
efforts should be made to contain the cost of administrative support services. 
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Summary scope and findings of engagement reports issued in 2017 
8. As per the financial regulations 13.10 (e),  the Internal Oversight Office submits a 

summary report annually to Executive Council, including the orientation and scope of its 
activities. The scope and conclusions of the engagement reports issued in 2017 are 
summarised below: 

Report 2017-01 Evaluation of Disaster Risk Reduction Activities  

9. An evaluation of DRR activities in WMO was undertaken as per IOO’s approved plan of 
work. This evaluation was conducted in wide consultation with Secretariat staff, DRR 
governance members (including members of EC-WG on DRR, members of DRR Working 
Groups and DRR Focal Points of Regional Associations, Technical Commissions and 
Technical Programmes ) and international partners.  

10. Based on the findings, the relevance of DRR activities to WMO vision and mission and 
global agenda was adjudged high. The DRR related efforts and outputs of the Secretariat 
are valued by stakeholders and have influenced the shaping of global policies in the area 
by placing emphasis on prevention through early warnings systems. Positive trends were 
also seen in improvement of the governance of DRR in WMO and a clearer articulation of 
future activities through the DRR Roadmap.  

11. Areas where further attention needs to be directed are in developing a coherent 
programme and organizational structure within the Secretariat comprising of goals, 
accountabilities and showcasing WMO efforts in the area in a focused manner. 

Report 2017-02 Haiti Project - “Some Improvement Needed” 

12. IOO conducted an audit of Project "Haiti Weather System Program - Climate Services to 
Reduce Vulnerability in Haiti" as per the approved plan of work.   

13. The Project’s objective is to provide essential support to re-establish weather, climate 
and hydrology forecasting activities in Haiti under the coordination and management by 
the WMO. It is funded by the Government of Canada through the Environment of Canada 
(EC) for CAD 6.5 million. It is being implemented in 2013-2018. 

14. The audit noted that the Project was running behind schedule and a one-year no-cost 
extension until March 2018 has been obtained from the donor. After an initial delay, the 
construction of the new UHM building was completed by the set deadline of 30 April 
2017. The Technical Assistance Package contract has been awarded in September 2017 
after a notable delay.  

15. Due to delays in the project implementation, additional funds may be required to meet 
the operating costs during the one-year no-cost extension.  The turbulent domestic 
political climate and weak national capacity also pose a threat to the sustainability of the 
Project. 
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Report 2017-03 Children Education Grant – “Some Improvement Needed” 

16. IOO conducted an audit of Children Education Grant as per its approved plan of work for 
2017. 

17. Audit noted that controls to establish staff members’ eligibility for the entitlement were 
functioning satisfactorily. Furthermore, the claims admitted were within the applicable 
limits. 

18. However, there were weaknesses observed in processing of claims with potential non-
compliance in 13.7% of the cases reviewed. The potential financial impact of these 
exceptions was CHF 49,613 (3.4%).  

19. There is a need to strengthen the “first line of defense” controls to ensure compliance 
with the policies and procedures.  

Report 2017-04 Temporary Contracts – “Major Improvement Needed” 

20. IOO conducted an audit of Special Services Agreement (SSA) and Short Term contracts 
as per its approved plan of work for 2017. 

21. The review sought to evaluate whether management oversight over engagement of 
individual contractors and short term staff was adequate to ensure that organizational 
guidelines were complied with and the laid down procedures were adequate to ensure 
integrity of the hiring process.  

22. Overall the audit concluded that the designed controls in the engagement of temporary 
personnel were not applied consistently. The lapses noted could impact the fairness and 
transparency of the hiring process as well as compliance with the rules and policies. 

Report 2017-05 Payroll - “Satisfactory” 

23. The audit assessed whether the transition to the new salary scales for Professional and 
higher categories in 2017 and pensionable remuneration as well as the General Services 
staff pay scale have been implemented adequately. The audit covered period of 1 June 
2016 to 31 July 2017. 

24. Overall the audit concluded that the conversion and the required changes in the Oracle 
system were performed satisfactorily.  

Report 2017-06  Budgeting Process – “Some Improvement Needed” 

25. IOO conducted an audit of Budgeting Process as per its approved plan of work. 

26. The audit evaluated the adequacy of the governance mechanism, the reasonableness of 
budgetary assumptions and practices as well as compliance with rules, regulations, 
policies, and procedures. Benchmark with policies in other organizations in the UN system 
was done as appropriate. 

27. Overall, the review found that there is a need for clarity and greater transparency in 
budgetary decision-making processes. The current organizational location of the Budget 
Office also dilutes segregation of duties. Further, in light of increasing efficiencies 
demanded by the governance, efforts should be made to contain the cost of 
administrative support services. 
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Report 2017-07 – Follow-up of recommendations in the area of IT and Procurement 

28. As per the results of the follow-up of the recommendations conducted in March-2017 
(submitted to AC-28 and EC-69), there were 14 of open recommendations which were 
more than one year old. 12 were in the area of Information Technology (IT) and 2 in 
Procurement. The Audit Committee and Executive Council requested IOO to closely 
follow-up on the recommendations in these areas. 

29. The objective of the follow-up audit was to assess how well responsible managers had 
implemented the open recommendations in the two process:  

30. Based on the responses received and verifications, six recommendations from the 
Information technology area were closed. Residual risk remains in area of IT security. 
Two open recommendations from the procurement report were also closed. 

Investigations/Fact Finding 

31. Four(4) allegations of wrong doings/requests for investigations were received in the 
2017. In one case, a fact-finding was conducted and report issued in 2018. One case was 
closed and two cases were concerning financial statement presentations were flagged to 
external audit. 
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Follow up of Recommendations 

32. The internal audit activity must establish a follow-up process1 to monitor recommendations 
issued and ensure that management actions on them have been effectively implemented. 
IOO conducts a biennial follow-up of its recommendations. 

33. There are 139 recommendations in the follow-up database (as of January 2018). Based on 
the outcome of the follow-up 113 (81%) were implemented. The year wise status of  
recommendations in the follow-up database is given in the table below: 

Year	 Implemented	 Open	 Total	

2017	 5	 23%	 17	 77%	 22	

2016	 32	 80%	 8	 20%	 40	

2015	 39	 98%	 1	 2%	 40	

2014	 37	 100%	 -	 -	 37	

Totals	 113	 81%	 26	 19%	 139	

34. The following chart shows the trend of implementation rate as reported to the previous 
sessions of the Audit Committee. 

	

                                         
1 2500 - Monitoring Progress 
The chief audit executive must establish and maintain a system to monitor the disposition of results 
communicated to management.  
2500.A1- The chief audit executive must establish a follow-up process to monitor and ensure that 
management actions have been effectively implemented or that senior management has accepted the 
risk of not taking action. 
 

114 118 129 102 113

2
28 31 27 33 26
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20%

40%
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80%

100%

AC-26 AC-27 AC-28 AC-29 AC-30

Implemented Partially Implemented Open
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35. The overall implementation rate is 81%. As of January 2018 there are 26 
recommendations which are open. The age analysis of these recommendations is given in 
the chart below: 

	
Figure	1	-	Ageing	of	Open	Recommendations	

36. It is noted that 65% of the recommendation are less than one year old. Nine (9) (35%) 
recommendations which are open for more than one year are given in Annex – A. 

Less than 6 
months, 10

Between 6 to 
12 months, 7

More than 12 
months, 9
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Quality Assurance and Improvement2 

Internal Assessments 

37. Standard 1311- The internal assessments must include: Ongoing monitoring of the 
performance of the internal audit activity; and periodic reviews performed though self-
assessment. 

38. Internal self-assessment carried out by SIA and reviewed by D/IOO and submitted to AC 
in November 2017. 

External Assessments 

39. Standard 1312- External assessments must be conducted at least once every five years 
by a qualified, independent reviewer or review team from outside the organization.   

40. The 2nd external QAR of IOO was completed in March-2015. The assessment gave IOO a 
“Generally Conforms” rating. The recommendations made are being implemented and 
followed up in the internal self-assessment.  

Training and Outreach 

41. Subject to the availability of budget, IOO endeavours to provide training for continuing 
professional education and up-gradation. The following trainings were provided in 2017: 

(a) SIA and IOA attended a training by The Institute of Internal Auditors Switzerland 
on Conducting Internal Investigations in April-2017. 

(b) SIA attended a training by The Institute of Internal Auditors Switzerland on Audit of 
Projects and Investments in June-2017. 

(c) D/IOO and SIA attended the training on Project Management in WMO in 
September-2017. 

(d) D/IOO attended the UN-RIAS in the Hague in September-2017. 

(e) SIA attended the UN-RIS and Conference of International Investigators in New York 
in October-2017. 

(f) IOA attended a training on ISO 27005 Risk Management in France in December-
2017. 

                                         
2 Standard 1300 - A quality assurance and improvement program is designed to enable an evaluation of 
the internal audit activity’s conformance with the Definition of Internal Auditing and the Standards and an 
evaluation of whether internal auditors apply the Code of Ethics. The program also assesses the efficiency 
and effectiveness of the internal audit activity and identifies opportunities for improvement. The quality 
assurance programme must include both internal and external assessments. 
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Coordination with the External Auditors 

42. IOO strives to achieve complementarity in its oversight activities with other oversight 
providers and especially the external auditors. 

43. Continued cooperation has been maintained with the Swiss Federal Audit Office (SFAO) – 
the external auditor of WMO. IOO continues to routinely share the assurance reports with 
the external auditor. 

Other IOO Activities 

Joint Inspection Unit 

44. IOO has continued to provide support to JIU activities as the JIU focal point.  The 
summary of inputs and follow-up of JIU recommendations is submitted in a separate 
document. 

Financial Disclosures 

45. D/IOO is responsible for receiving the financial declaration of staff members of WMO 
except the Executive Management. All the financial disclosure statements for 2017 were 
received and the preliminary review did not disclose any case of potential conflict of 
interest. 

Access to Information 

46. The policy of disclosure of internal audit reports to the member states was approved by 
the EC in 2012. No request were received in the intercessional period  

Internal Oversight Resources 

47. As of the date of this report IOO has two professional staff (D/IOO and Senior Internal 
Auditor) and one general service staff (Internal Oversight Assistant). During 2017 IOO 
co-sourced the engagement on Disaster Risk Reduction Activities by borrowing the 
services of the Monitoring and Evaluation Officer from Strategic Planning Office, 
equivalent of 3 person-months of effort. 

48. The non-post allocation has been sufficient for payment of fee of external auditor, 
contribution for JIU and operational activities of IOO. 

__________ 
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Annex – A – Recommendations open for more than 12 months 

Date Rep
ort 

Recommendation Prior
ity 

Respons
ible 

Management Comments Comments/Du
e date  

May 
2015 

LOA
s 

D/REM in consultation 
with LC should review 
and clarify the regulatory 
framework and provide 
definitions of “eligible 
entities”/”barred 
entities” and 
“permissible 
activities”/”prohibited 
activities” for which LoAs 
can be used.-A time 
frame for finalizing the 
draft service note on 
resource framework 
should be laid down. 
[2015-02, Rec 1] 

H D/REM-
LC 

April 2018 – LC has 
developed the entire set of 
standard LOAs in 2017. 
Service Note has been 
drafted in the beginning of 
2018 and is in the process 
of issue.  

To be closed 
after issue of 
the service 
note. 

May 
2016 

Co
mm
unic
atio
n 
Acti
vitie
s 

D/CER should review the 
CPA Office organization 
structure, roles and 
responsibilities, and 
staffing needs and take 
appropriate actions to 
address the potential 
weaknesses identified in 
this report. [2016-04, 
Rec 3] 

M D/CER April/2018 / D/CER and 
Acting Chief/CPA will review 
as a priority the CPA office 
organization and will 
consider update of the tools, 
structure and roles of the 
staff in light of the revised 
WMO Communications 
Strategy currently in 
preparation.  Full 
implementation in 2019 
following hire of Chief CPA. 

Open as per 
management 
comments. 

May 
2016 

Co
mm
unic
atio
n 
Acti
vitie
s D/CER should take steps 

to ensure that the 
Electronic Information 
Publishing Policy and 
Web Policy which are 
obsolete are updated 
and integrated in the 
WMO regulatory 
framework.. [2016-04, 
Rec 4] 

M D/CER April 2018 - The new WMO 
public website templates 
“hardwired” the policy and 
structure for publication on 
the WMO Website. In 
parallel, Best Practices for 
the Web and a Social Media 
Policy have been completed. 
Both documents along with 
the WMO Communications 
Strategy will be integrated 
into the WMO Standing 
Instructions later this year 
and will supplant the 
"Electronic Information 
Publishing Policy and Web 
Policy." 

To be closed. 

Sept. 
2016 

IT 
Ser
vice
s 

C/ITCSD should review 
the Service Delivery 
Agreement for web 
applications hosting and 
remove the services like 
web traffic analysis 
which are not being used 
by the users. Steps 
should be taken to 
reduce the cost of web 
applications hosting by 
rationalizing the web 
servers and applications 
servers in consultation 
with the users. [2016-
07, Rec 1] 

H C/ITCSD 

FEBRUARY 2018 - SDA was 
reviewed to eliminate web 
traffic analysis. Further 
review and revision of this 
SDA will result from CPDB 
Project implementation. 

The response 
does not seem 
to be accurate 
based on IOO’s 
review. To be 
further verified 
in the next 
follow-up 
exercise. 

Sept. 
2016 

IT 
Ser
vice
s 

C/ITCSD should discuss 
with ICC the rationale of 
inclusion of traffic 
generated by the website 
in this SDA and the 

M C/ITCSD FEBRUARY 2018 - To be 
resolved as part of CPDB 
Project implementation, 
which will not be hosted by 
UNICC. 

IOO notes that 
a separate SDA 
for CPDB is in 
place. To be 
further verified 
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Date Rep
ort 

Recommendation Prior
ity 

Respons
ible 

Management Comments Comments/Du
e date  

appropriateness of 
charges. [2016-07, Rec 
2] 

in the next 
follow-up 
exercise. 

Sept. 
2016 

IT 
Ser
vice
s 

C/ITCSD should conduct 
an annual survey of 
satisfaction with IT 
services from the users. 
The survey should 
assess the satisfaction 
levels and identify areas 
for improvement. [2016-
07, Rec 3] 

M C/ITCSD FEBRUARY 2018 - 
Satisfaction survey is being 
prepared upon completion of 
the introduction of an end-
user Service Desk self-
service porlal, which was 
itself postponed and was 
delivered by early 2018. The 
target date for the survey is 
Q2 2018. 

Open as per 
management 
comments. 

Sept. 
2016 

IT 
Proj
ects 

D/REM should ensure 
that non-compliance in 
undertaking IT 
projects/investment 
initiatives is prevented in 
the future by laying 
down that requisitions 
for IT projects/initiatives 
are supported by 
ISSAC/SG’s approval. 
The initiatives currently 
underway, which were 
not approved by ISSAC 
should be submitted on 
ex-post facto basis for 
ISSAC's review. [2016-
06, Rec 1] 

H D/REM FEBRUARY 2018 - ISSAC 
ToR are still pending 
approval by Executive 
Management. Expected 
target date Q2 2018. 

Open as per 
management 
comments.   

Oct. 
2016 

Con
stit
uen
t 
bod
y 
mee
ting
s 

PowerPoint presentations 
on the efficiencies of the 
meetings are submitted 
to the executive 
management. However, 
no formal reports are 
prepared. 
D/LCP may consider 
preparing a formal report 
on the results of 
constituent body 
meetings including a cost 
monitoring element. 
[2016-08, Rec 3] 

M D/LCP FEBRUARY 2018 - 
Comparative cost of CB 
sessions is under 
preparation and will be 
finished by the end of March 
2018. 

Open till 
completion of 
the 
analysis/report. 
March 2018 

Nov. 
2016 

Ethi
cs 
and 
Fra
ud 

D/REM should develop a 
corporate anti-fraud 
policy taking into 
account the prevailing 
practice in the UN 
system and 
recommendations made 
by the Joint Inspection 
Unit. [2016-09, Rec 2] 

H D/REM 
FEBRUARY 2018 - A 
corporate anti-fraud policy is 
being developed by the 
Ethics officer with 
substantive input from 
relevant REM divisions. 
Target date for completion 
remains Q2 2018. 

Open as per 
Management 
Comments. 

__________ 


