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SUMMARY 

NON-CONTROVERSIAL DOCUMENT FOR ADOPTION 

DECISIONS/ACTIONS REQUIRED: 

To note and discuss the contents of this report (The document was submitted to the twentieth 
session of the Audit committee in April 2013. The document was endorsed by the Audit Committee 
after discussions and no changes were required to be made, hence the EC may consider the 
document non-controversial in conjunction with the report of the Audit Committee). 

CONTENT OF DOCUMENT:  

The Table of Contents is available only electronically as a Document Map*. 

                                                 
 
*  In MS Word 2007 or 2003, go to “View” > “Document Map”, or click on the “DocMap” button on the “WMO Tools” 

toolbar.  In MS Word 2010, go to “View” > “Navigation Pane”.  In MS Word on a Mac, go to “View” > “Navigation 
Pane”, select “Document Map” in the drop-down list on the left. 



APPENDIX A:   
DRAFT TEXT SUPPORTING THE DECISIONS OF EC-65 –  

FOR INCLUSION IN THE GENERAL SUMMARY 

4. STRENGTHENING GOOD GOVERNANCE (AGENDA ITEM 4) 

4.8 An Effective and Efficient Organization (agenda item 4.8) 

4.8.6 Annual Accountability report of the internal Oversight office (agenda item 4.8.6) 

4.8.6.1 The Council considered the annual accountability report of the Director of the Internal 
Oversight Office (D/IOO) for 2012, as well as the comments of the Secretary-General thereupon. 
The Council also took into account the report of the Executive Council’s Audit Committee in 
considering the report of IOO. 

4.8.6.2 The Council considered the summary of oversight findings, recommendations and 
actions taken in response, and D/IOO’s opinion on adequacy of governance, risk management and 
internal control processes. The Council noted the progress on implementation of audit 
recommendations, and the steps taken by the Secretariat to address the issues raised therein. 

 



APPENDIX B:   
PROGRESS REPORT FOR INFORMATION –  

NOT TO BE INCLUDED IN THE GENERAL SUMMARY 

ANNUAL ACCOUNTABILITY REPORT 
 

PROGRAM OF WORK FOR 2012 
1. The annual program of work for 2012 approved by the SG contained three (3) internal audits 

and one (1) evaluation and performance audit engagement. It was targeted to issue eight (8) 
reports as a result of these engagements. 

2. During the year, the three (3) internal audit engagements planned for 2012 and two internal 
audit engagements from 2011 were also finalized. The evaluation/performance audit 
engagement from the plan of work of 2012 is ongoing as of the date of this report. 

3. Nine (9) engagement reports delivered in 2012 covering reviews of key WMO operations, 
core financial and administrative processes, information technology, and support processes. 
Individual engagements were carried out based on objectives and scopes determined 
according to a risk assessment for the area of each engagement. 

4. The following table summarizes the planned and completed activities for 2012. 

PLAN OF WORK 2012 ACTIVITIES 2012 

Internal Audit Service 
-  Internal Control Over Financial Reporting 

o  Procurement 
o  Travel 
o  Payrol l  
o  Trust Funds 

-  Audit of Regional Offices 
o  Samoa 
o  Asuncion & Paraguay 

-  Publications 
 
 
 
 
Follow-up of Recommendations 
 
Evaluation and Performance Audit Service 

-  Aeronautical Meteorology Programme 
 
Annual fol low-up of JIU recommendations 
 
Ethics officer ad-interim arrangement. 

Internal Audit Service 
-  Internal Control Over Financial Reporting 

o  Procurement – May 2012 
o  Travel – October 2012 
o  Payroll  – October 2012 
o  Trust Funds – November 2012 

-  Audit of Regional Offices 
o  Samoa – July 2012 
o  Asuncion & Paraguay – July 2012 

-  Publications – February 2013 
-  Provision of IT Services – January 2012 
-  End of the period budget management – 

February 2012 
 
 
Follow-up of Recommendations – January 2012 and 
July 2012. 
Evaluation and Performance Audit Service 

-  Aeronautical  Meteorology Programme – TOR 
approved. 

Annual fol low-up of JIU recommendations – 
December 2012. 
Ethics officer ad-inter im arrangement 

-  Financial Disclosures – March 2012. 

 
5. The assurance reviews were rated in accordance with IOO’s standard rating criteria which 

took into account the significance of results, including reportable deficiencies. The following 
ratings were in effect during 2012: 

 Satisfactory – Risk management, control and governance processes are adequate and 
effective to provide reasonable assurance regarding the achievement of control and/or 
business objectives under review. Minor opportunities for improvement may exist. 

 Needs improvement – Deficiencies exist in risk management, control or governance 
processes, such that reasonable assurance regarding the achievement of control 
and/or business objectives under review may be at risk. 

6. Five (5) reports in the “satisfactory” and four (4) were in the “needs improvement” category. 



 
 

INTERNAL OVERSIGHT OFFICE’S OPINION ON INTERNAL CONTROLS 
– 2012 

INTRODUCTION 

7. As per IOO’s charter, it is required to provide those charged with governance with an opinion 
on the overall adequacy and effectiveness of the WMO’s risk management, control and 
governance processes.  Collectively these activities are referred to in this opinion as “the 
system of internal controls”.  

BASIS OF THE OPINION 

8. IOO’s opinion is based on the audit work, follow-up of recommendations and other assurance 
activities performed in 2012. The opinion is also informed by the evolving risk and control 
issues in the Secretariat assessed on a concurrent basis through other formal and informal 
mechanisms. 

9. IOO plans its work so that it would have a reasonable expectation of detecting significant 
weaknesses in the system of internal controls. It should be noted that internal audit 
procedures alone, even though they are carried out with due professional care, do not 
guarantee that all significant weaknesses will be detected. It is management’s responsibility 
to develop and maintain a sound system of internal controls, and to prevent and detect 
irregularities and fraud. 

10. During 2012, IOO issued 9 reports (one in draft) completing two engagements from the plan 
of work for 2011 phased over to 2012 and all the internal audit work contained in the plan of 
work for 2012.1 At the request of the AC the assurance reports are given either “satisfactory” 
or “needs improvement” rating since 2011. Four (4) of the Nine (9) reports issued in 2012 
were categorized as “needs improvement”. 

11. IOO conducted its audit in accordance with the “International Professional Practices 
Framework” of the Institute of the Internal Auditors. Those standards require that IOO plans 
and performs the audits to obtain reasonable assurance about the design and functioning of 
controls in the governance, risk management and internal control processes. 

OPINION 

12. On the basis of the work carried out, IOO concluded that the system of internal controls was 
adequate to meet management's control objectives for the majority of areas reviewed in the 
year. 

CONSIDERATIONS FOR THE OPINION 

13. The reports of individual audits conducted, and progress reports to the Audit 
Committee/Executive Council include the areas of potential improvement as noticed by IOO. 
In the succeeding paragraphs relatively more significant control weaknesses that came to the 
notice of IOO during the year and which are yet to be addressed comprehensively are 
summarized.  

 A four pillar compliance assessment of WMO was undertaken by the European 
Commission (EC) in the first quarter of 2012. The report has three recommendations in 
the “very important category”. 

                                                 
 
1 The evaluation/performance audit of Aeronautical meteorology programme included in the plan of work 

for 2012 is currently ongoing. 



o Discrepancy in the regulatory text in the area of procurement. 

o Publication of tender notices and awards. 

o Segregation of duties in Oracle. 

 IOO’s review of the end of the period accounting/budget management highlighted 
issues regarding further clarity in the financial regulations, specially after 
implementation of IPSAS. REM needs to ensure that the necessary changes to 
regulations are identified and a proposal for necessary amendments is submitted to the 
17th Congress.  

 The audit of procurement controls showed a need for improvement in management of 
supplier master management in the Oracle ERP system. Efforts need to be made to 
ensure that the supplier master is cleaned up by weeding out inactive and duplicate 
suppliers, a situation which could be exploited by a malicious insider to perpetrate fraud. 

 The audit of IT services indicated a need for review of IT Governance in the Secretariat. 
Necessary action needs to be taken to ensure the creation of an optimal and functional 
IT governance structure. The IT strategy needs to be revised and also aligned with the 
overall strategic plan. 

 The audit of Travel services identified a few control weaknesses and some 
opportunities for potential economy. Analysis showed that the cost of the tickets could 
be reduced by better planning and savings thus generated could be up to of CHF 
600,000 per annum.  

 The review of the Trust Fund Management showed that the management of trust funds 
needs improvement in terms of keeping track of individual donor requirements, prompt 
financial reporting and timely closure of inactive/expired funds. The tasks are being 
performed less than optimally due to inadequate allocation of staff resources. A 
strategy to assign more resources by reorganizing certain tasks may help ameliorate 
the situation. 

 The review noted a need for strengthening the monitoring process for publications 
approved by the Congress and the annual plan approved by the Secretary General. 

FRAUD AND PRESUMPTIVE FRAUD 

14. The primary responsibility for the prevention and detection of fraud rests with the 
management of WMO, under the oversight of those charged with WMO’s governance. No 
cases of fraud or presumption of fraud came to the attention of IOO in 2012 and to the date 
of this report. 

15. Apart from the above there are no significant issues in IOO’s knowledge which need 
consideration in the finalization of the statement on internal controls. 



ENGAGEMENT OUTCOMES 
 
16. Engagements were undertaken as per the approved plan of work for 2012. The following 

paragraphs summarize the orientation, scope and outcomes of the engagements in broad 
process areas: 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

17. Since 2010, IOO has included an umbrella engagement on internal controls over financial 
reporting with the objective of providing evidenced based opinion to support the Secretary 
General’s annual statement on internal controls. IOO conducts an analysis of the annual 
financial statements to identify the significant accounts and processes. About 3-4 
engagements are conducted every year to provide reasonable assurance over the internal 
controls and compliance with rules and procedures in the chosen area. These engagements 
have a specific objective of testing the key controls. Following engagements were conducted 
in this category in 2012. 

 Procurement – “needs improvement” 

 Travel – “needs improvement” 

 Trust Funds – “satisfactory” 

 Payroll – “satisfactory” 

 

INFORMATION TECHNOLOGY 

IT Services in WMO (Satisfactory) 

18. The objectives of the audit were to assess the IT governance processes in WMO; to evaluate 
the risks and related controls, as well as to render assurance on the technological shift 
towards cloud computing; and to assess the network (internal/external) security. 

19. Overall, the results of the audit were “satisfactory”.  Notable achievements of ITD during the 
period under review included a successful implementation of additional Oracle modules, a 
technical upgrade of the Oracle ERP system and a successful transition to “Google Apps”.  
The strategic shift towards cloud computing is an opportunity for re-defining WMO 
information technology architecture for greater efficiency. Effective IT Governance is required 
to ensure that IT continues to support the business needs. 

REGIONAL OFFICES 

20. WMO has seven small offices in the region. The placement of regional Directors and the 
offices in the region has been a subject of discussion amongst the stakeholders. In this 
context IOO audited three offices in 2012. The overall audit objective was to obtain 
reasonable assurance that activities of the Office were carried out effectively, efficiently and 
economically, as well as in accordance to the WMO Strategic and Operational Plan, and the 
guidance of the WMO Secretariat. 

WMO Office in Samoa (Satisfactory) 

21. Overall, the financial and administrative activities were found to be in compliance with the 
regulatory framework of WMO.  The Office is managed in an efficient and effective manner. 
IOO also noted that the contribution of the Office was well appreciated by Members, the 
Regional Association (RA-V) and other stakeholders, as evidenced from reports reviewed 
and discussions during the visit. 



WMO Offices in Asuncion and San José (Satisfactory) 

22. The pilot exercise of deployment of regional Director (D/RAM) to field was also reviewed as a 
part of this audit. Overall, the internal controls in both field offices were found to be operating 
effectively.  The out-posting of regional Director in the field appears to be efficient in servicing 
the stakeholders in the region.  

FINANCE AND OPERATIONAL SUPPORT 

End of the Period Budget Management (Needs improvement)   

23. The objective was to assess the internal controls in the financial management and reporting 
process at the end of the 15th Financial Period (FP-15). This engagement was done in 
cooperation with the external auditors, who used the results to inform their risk assessment. 
The review identified need for addressing gaps in the regulations consequent to IPSAS 
implementation. The review findings were further elaborated upon from the point of view of 
certification of financial statements by the external auditors. 

Publications (Needs improvement) 

24. Publication activity in the Secretariat fulfils the organizational goals of “promoting 
standardization of meteorological and related observations and to ensure the uniform 
publication of observations and statistics”. Recent reviews by the legislative bodies (Cg-16 
and EC-64) have made suggestions to make the streamline the publications and streamline 
the update of technical regulations. IOO review objective was to assess the internal controls 
in place to ensure meeting of organizational goals, legislative directions and efficiency of 
operations in the publications management. The review highlighted need for enhanced 
monitoring of the publication plan at various levels. 

 

FOLLOW UP OF RECOMMENDATIONS 
 
25. The IAA standards for auditing require that the internal audit activity must establish a follow-

up process to monitor recommendations issued and ensure that management actions on 
them have been effectively implemented.  

26. IOO conducts a biennial follow-up of its recommendaitons and verfication of responses to 
meet this requirement. An online mode of obtaining management responses was 
successfully piloted in the follow-up process of January.  

27. There are 111 recommendations in the follow-up database and based on the outcome of the 
follow-up 91 (82%) were implemented.  The status of 111 recommendations in the follow-up 
database is given in the table below: 

 

Year Implemented Partly Implemented Open Total 

2012 12 44.4% 2 7.4% 13 48.1% 27 

2011 31 86.1% 3 8.3% 2 5.6% 36 

2010 39 100.0% _ _ _ _ 39 

2009 9 100.0% _ _ _ _ 9 

Totals 91 82.0% 5 4.5% 15 13.5% 111 

 
28. The following chart shows the trend of implementation rate for the last three years as 

reported in the annual accountability reports. 
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29. Improvement has been noticed in Management’s efforts to implement IOO recommendations. 

As of the date of the report there are 20 recommendations which are open/partially 
implemented. The age analysis of these recommendations is given in the chart below: 

 

Ageing of recommendations

More than 12 
months, 5, 25% Less than 6 

months, 7, 35%

6 to 12 months, 
8, 40%

 

OTHER IOO ACTIVITIES 
 
Quality Assurance and Improvement 
 
30. Audit methodology improvement initiative, is an ongoing process within IOO, with the 

objective of enabling IOO to be more responsive and adaptive to client needs through more 
efficient and risk focused internal processes and methodologies. In addition, the initiative 
aims to align IOO practices with leading internal audit methodologies and benchmark IOO 
against its peer organizations. 

31. At the end of 2012, the following key methodology improvements were underway: 

 Implementation of an Audit Management System to leverage technology for enhanced 
efficiency of IOO activities; 

 Exploring the feasibility of expanding the engagement rating system using a numerical 
scale.  

 
Coordination with the External Auditors 
 
32. During 2012, the Swiss Federal Audit Office took over as the external auditors of WMO. IOO 

has sought to forge a strong partnership with the external auditors, assisting them in fulfilling 
their responsibilities as per ISA – 610 – Use of work of internal auditor and ISA 315 – 
understanding the entity and its environment. Benefits as a result of enhanced coordination 
with the external auditors will be: 



 Better understanding of risk exposures and more  valuable input into the risk 
assessment process; 

 Open discussion on re-shaping the efforts for ICFR engagements and an active 
discussion on an appropriate structure for ownership and controls; 

 Improved communication on areas of reliance.  

33. IOO will continue to strengthen its relationship with the external auditors to fully leverage the 
different areas of expertise and knowledge. 

 
Access to Information 
 
34. The policy of disclosure of internal audit reports to the member states was approved by the 

EC in 2008. The policy was updated in 2012 based on the experience gained. No request for 
internal audit reports was received in 2012. 

35. The UN Organizations are moving towards public disclosure of internal audit reports, and 
UNDP, UNESCO and WFP already having a policy for public disclosure. Representatives of 
United Nations Internal Audit Services (UN-RIAS) have formed a working group to study this 
aspect and propose a benchmark in this regard. IOO will keep the Secretary General and the 
Audit Committee apprised in this regard. 

 

INTERNAL OVERSIGHT RESOURCES 

BUDGET 

36. In 2012, IOO had a budget of CHF 887.500, and total expenditures of CHF 785,592, 
representing 88% of the budget. The savings are due to vacancy in the Director’s post since 
September 2012. The unspent funds will be transferred to 2013 (being the second year of the 
biennium) and will be available for IOO activities. 

37. IOO has continually managed to stay within the overall budget.  his is a result of maintaining 
a tight budget discipline and consciously designing IOO activities that are cost effective yet 
provide the most value to WMO. 

STAFFING 

38. As of the date of this report IOO had one professional and one support staff. One 
professional short term staff has been engaged since March 2013. The posts of Senior 
Internal Auditor and Internal Auditor have fallen vacant on March-2013 and February-2013 
respectively. The recruitment for the post of the Senior Internal Auditor is ongoing. The job 
descriptions and requirements of the posts falling vacant have been reviewed to ensure the 
most optimal organizational structure. 

 



APPENDIX C:   
SECRETARY-GENERAL’S COMMENTS ON THE ANNUAL 

ACCOUNTABILITY REPORT OF THE INTERNAL OVERSIGHT OFFICE 
(IOO) FOR 2012 –  

 

1. General comments 
 

As usual, I wish to stress the constructive attitude of both IOO and WMO Secretariat units 
and departments. I wish to acknowledge the assistance of IOO in fulfilling my management 
responsibilities vis-à-vis Members States, and in supporting the issuance of my annual statement 
on internal controls. 
 

Specific comments 
 

1 – Implementation of IOO recommendations (Internal Audit) 
 

All recommendations prior to 2011 have been implemented, and the overall implementation 
rate for the last year is still very high: 
 
  1Q13 1Q12 1Q11 1Q10 1Q09 1Q08 1Q07 
 
 Fully implemented 82% 81% 78% 87% 80% 69% 55% 
 
 Fully and partially  86% 90% 86% 98% 89% 82% 64% 
 Implemented 
  

2 – Areas for potential improvement 
  

The IOO process suggested some areas requiring attention. The matters listed below, as well 

as associated recommendations by IOO, all accepted by management, are being addressed:  

 Procurement: need for improvement in management of supplier master management in 

the Oracle ERP system. It is being addressed; 

 IT: need for review of IT governance; need to revise the IT strategy and to align it with 

overall strategic plan. It is being addressed by the Information Systems Strategy 

Advisory Committee; 

 Travel: opportunity for potential economy through better planning and reduction of the 

cost of the tickets. It will be addressed as a priority in the mission planning process at all 

levels; 

 Trust Funds: management of trust funds needs improvement in terms of keeping track of 

individual donor requirements, prompt and accurate financial reporting and timely 

closure. This is being addressed: Service Note 3/2012 “Procedures on the establishment, 

administration and closure of trust funds”, February 2012; the Project Management

Board is currently developing a project management portal which will consolidate 

necessary information to take decision, including on the closure of funds; 
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 Publications: shortfall in producing the publications approved by Congress has been 

observed in 15th financial period. This has been addressed through a new directive on 

publications approved by the Congress in 2011Resolution 35(Cg-16); revised Standing 

Instruction Chapter 3.1 “Publications”, July 2012; strengthened publication planning 

introduced in 2012; plans approved by Secretary-General are monitored quarterly by the 

Publications Board. 

 
____________ 

 


